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Executive Summary

Navigating HIPAA Business Associate Agreements:
A Critical Guide for Physician Office Managers

Managing a physician’s office involves a multitude of
responsibilities, and HIPAA compliance is a significant
one that cannot be overlooked. A critical, yet often
mishandled, aspect of HIPAA is the management of
Business Associates. Covered Entities are required
to have written agreements, Business Associate
Agreements (BAA) with individuals or entities
(Business Associates) who perform functions or
activities on their behalf that involve the use or
disclosure or storage of protected health information
(PHI). Failure to properly manage business associates
can lead to substantial financial penalties and
significant operational disruption.

The absence of a BAA is a clear HIPAA violation.
However, simply having a signed document is not
sufficient. Many BAAs are incomplete or contain
inadequate provisions, leaving covered entities
exposed. Relying on generic templates or failing to
tailor the agreement to the specific relationship are
common pitfalls.

Regulatory enforcement actions highlight the severity
of BAA non-compliance. The Office for Civil Rights
(OCR) has imposed significant settlements, with
penalties ranging up to $1,919,173 per violation. In one
notable case, Care New England Health System faced
a $400,000 settlement in part due to their failure to



update an existing business associate agreement to
include the necessary implementation specifications
required by the Privacy and Security Rules. The
Corrective Action Plan (CAP) in this case mandated
a process for assessing business relationships and
negotiating and entering into BAAs prior to disclosing
PHI.

Beyond missing clauses, hidden language within
BAAs can pose significant risks. Take, for example,
agreements disguised as BAAs that primarily serve
other contractual purposes. The Contract, labeled as a
Business Associate and Claim Submission Agreement,
includes clauses about claim reimbursement based
on fee schedules, exclusivity, and assignment of
discounts. Such terms, while seemingly related to
payment, can have hidden implications and may not
adequately address the core requirements of a BAA.
The danger of an unknown or unreviewed BAA is that
these hidden clauses and operational requirements
can be easily missed, creating compliance
vulnerabilities and unexpected obligations.

Many BAAs lack robust indemnification clauses or
include limiting language inserted by the business
associate. Indemnification clauses require the
business associate to compensate the covered entity
for damages caused by the business associate’s
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HIPAA violations. Without this, recovering losses due
to a breach caused by a business associate can be
difficult, often requiring proof of negligence. Business
associates may also attempt to cap their liability, for
instance, limiting it to a short period of past payments
received.

For office managers juggling multiple responsibilities,
the complexities of BAA management — identifying
all necessary BAAs, ensuring agreements are
comprehensive and up-to-date, scrutinizing hidden
clauses, and negotiating favorable terms — can be
overwhelming. Yet, the risks of getting it wrong, from
significant fines to costly data breaches, are simply
too high. This is where a comprehensive compliance
solution becomes not just beneficial, but essential.

Implementing a compliance-as-a-service program
or using a vendor that has achieved Verified Trust
Certification is a highly cost-effective strategy. Such
a service takes the burden of BAA identification,
negotiation, review, and ongoing management off
your plate. It ensures that all required agreements
are in place, contain the necessary and favorable
terms, and are regularly updated to reflect changes
in law or business relationships. By leveraging expert
compliance management, physician offices can
significantly reduce their risk of HIPAA violations and
associated penalties, allowing office managers to
focus on patient care and practice operations with
confidence. Investing in proactive BAA management
is an investment in the security and financial stability
of your practice.



Why Business Associate Management Must Be a Top Priority for Your Office

Are Your Business Associate Agreements Putting

Your Practice at Risk?

BAAs Are Mandatory Before Sharing PHI

HIPAA mandates that all covered entities have a
signed Business Associate Agreement (BAA) in
place with each vendor or service provider that will
handle protected health information (PHI) — and it
must be in place before any PHI is shared. This isn't
optional: the HIPAA Privacy and Security Rules “require
covered entities.. to execute written agreements
(‘business associate agreements’) with their business
associates before disclosing or allowing the business
associate to create, receive, maintain, or transmit” PHI.
Failing to do so is a serious compliance violation. OCR
can impose heavy fines — civil penalties can range
from a few hundred dollars to nearly $2 million per
violation, depending on culpability. OCR (the federal
HIPAA enforcement agency) has fined organizations
$31,000, $500,000, $750,000, even $1.55 million
in cases where a required BAA was missing. Simply
put, if your practice is sharing patient data with a
billing company, IT provider, collection company,
transcription service, etc. without a BAA, you're
playing with fire. And now, OCR has stated a BAA is
not sufficient, you must perform yearly due diligence.

A $400,000 Lesson: The Cost of Not
Having a Proper BAA

The consequences of neglecting BAAs are not
hypothetical. A stark example is the Care New England
Health System settlement. Care New England paid a
$400,000 HIPAA fine and entered a corrective action
plan for a BAA failure. What happened? One of its

hospitals had been sharing PHI with a parent company
without an updated BAA in place. The investigation
revealed the facility was using an old BAA that hadn't
been updated to include newer HIPAA provisions — for
nearly a year, the facility continued disclosing PHI toits
business associate “without obtaining satisfactory
assurances” as required by law. In OCR’s words, the
facility “failed to renew or modify its existing written
business associate agreement... to include the
applicable implementation specifications required
by the Privacy and Security Rules”, resulting in
impermissible disclosures of PHI affecting over
14,000 individuals. This oversight — essentially not
having a compliant BAA - directly led to the $400K
penalty. The message is clear: OCR takes BAAs very
seriously, and “l didn't get around to it" is not a
defense.



Incomplete Agreements: Common Missing BAA Elements

Many medical practices that do have BAAsin place are surprisedto learn their agreements are actually incomplete
or non-compliant. It's common to see generic template BAAs that leaves out key terms or don't reflect the
realities of the services. BAAs often omit critical provisions that invalidate the BAA. Industry guidance warns
that relying on one-size-fits-all templates can “leave out required HIPAA provisions or fail to address the specific
services and risks of the relationship”. Common gaps include:

m not defining how long the BAA lasts or how it terminates,
m not specifying breach notification duties (e.g. how quickly the vendor must tell you about a breach),

m and failing to address subcontractor obligations (meaning the vendor could pass PHI to sub-vendors
without your knowledge). Such omissions aren't just bad form.

These gaps directly violate HIPAA's BAA requirements and leave your practice exposed. If OCR investigates
a breach and finds your BAA didn't include a required elements, you can face penalties even if a breach never
occurred. Every BAA needs a thorough check to ensure all the mandated terms are present and that the
agreement actually fits the services in question. Do not rely on your Business Associates’ BAA to be correct just
because their attorney drafted it.

Hidden Pitfalls: Fee Schedules and Liability Loopholes

Even when a BAA contains all the basic required elements, beware of hidden pitfalls in the fine print. Busy office
managers often file away vendor-provided BAAs without a deep dive into the legal minutiae — but some vendors
take advantage of that. We've seen BAAs that double as sneaky service contracts, inserting financial or legal
terms that have nothing to do with HIPAA compliance.

One recent example is a purported “HIPAA Business Associate Agreement” from a third-
party network that embedded a discount fee schedule for billing: it actually stated that
‘Reimbursement shall be based on all covered services.. One of the following industry
established standards shall be applied: Percentage off Billed Charges 35% or; 90th Percentile...
or; 200 Percentile of Medicare...”. In plain English, the act of signing that “BAA” would lock the

provider into the network’s payment terms (e.g. a 35% discount off charges). This kind of

bait-and-switch turns a privacy agreement into a financial contract.




Other red flags to watch for in BAAs include hidden clauses that limit
the vendor's accountability. It is not uncommon for a BAA (or the
underlying service agreement tied to it) to contain a liability cap — for
instance, language saying the business associate’s liability for any HIPAA
breach cannot exceed the fees paid by the covered entity. If a clause
like that slips in, the vendor who causes a major data breach affecting
your patients might only owe you a token amount, with the rest of the
damage falling on your practice. As one compliance publication notes, if
a limitation of liability in a service contract also applies to the BAA, it “may
cap damages for a major data breach at an unreasonably low amount”.
Additionally, watch for the absence of any indemnification provision. An
indemnification clause is not required by HIPAA, but its omission means if
the vendor’s negligence causes a breach, they are not expressly obligated
to cover your costs (such as notifying patients, credit monitoring, legal
defense, regulatory fines, etc.). Unfortunately, many boilerplate BAAs lack
an indemnity clause — leaving the covered entity holding the bag for all
conseguences of a vendor’s mistake.
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In summary, here are a
few hidden pitfalls that
a busy practice might
easily miss:

Embedded Fee Schedules: Some vendors slip reimbursement or “discount”
terms into a BAA. (E.g. one BAA required using a “90th Percentile State/
Federal Fee Schedule” for all claims — a business term that has no place in a
HIPAA compliance agreement.) Signing such a BAA could unknowingly lock

you into unfavorable financial terms.
|

Liability Cap Clauses: Be alert for any language that limits the business
associate’s liability. For example, a clause capping damages at an amount
equal to six months' fees paid, or referencing a liability limit in the main

service contract, can dramatically reduce the vendor's accountability for a
breach. This kind of clause essentially shifts risk back onto your practice.

No Indemnification: If the BAA doesn't include an indemnification clause,
the vendor is not contractually bound to compensate your practice for
losses caused by their breach. You would have to bear the costs of a breach
(or sue for damages under general contract law, which is harder if liability
is capped). Always check if the BAA obligates the business associate to
“defend and indemnify” your organization for HIPAA violations — if it's silent
on this, that's a red flag.




A Signed BAA Isn’t Always Safe — Review and Negotiate

It's critical to understand that simply having a BAA on file for each vendor does not guarantee compliance or
protection. The content of the agreement matters greatly. OCR guidance emphasizes that covered entities must
obtain “satisfactory assurances” that the business associate will safeguard PHI — a signed piece of paper is just
the beginning. If that BAA contains loopholes, or if the vendor isn't actually adhering to it, your risk remains high.
In other words, don’t treat BAAs as a one-and-done formality. Every BAA should be reviewed with a critical eye
(preferably by someone versed in HIPAA). If a vendor's BAA is very one-sided — for instance, disclaiming liability
or missing key safeguards — you are within your rights to negotiate adjustments. It may feel odd to negotiate a
privacy agreement, but remember: the BAA is there to protect your patients and your practice. Even large hospital
systems have learned that lesson the hard way. Imagine discovering after a breach that the BAA you signed
limits the vendor’s responsibility to, say, $10,000, while your practice ends up spending $100,000 responding to
the incident — that's a nightmare scenario, but one that can be avoided by addressing BAA terms upfront. Put
simply, a BAA should never be signed on autopilot. Treat it as a legally binding contract that can either shield
your practice or expose it. If you lack the time or expertise to scrutinize these agreements, that's a strong signal
to seek outside help.

Due Diligence Required

In addition to having a fully compliant BAA, HIPAA explicitly requires Covered Entities to obtain “satisfactory
assurances” from their Business Associates regarding the protection of PHI (45 CFR § 164.308(b)(1)).
A signed BAA alone does not fulfill this critical requirement. To meet this standard, Covered Entities must
regularly verify—through documentation or third-party review—that Business Associates actually implement and
maintain appropriate HIPAA safeguards. Indeed, the recent Notice of Proposed Rule Making (NPRM) from HHS
underscores this point by explicitly requiring Covered Entities utilize third-party verification to objectively assess
and confirm Business Associate compliance. This proactive measure greatly reduces the risk of undetected
vulnerabilities and provides the strongest possible evidence of compliance if OCR investigates. Simply put,
incorporating third-party verification into your Business Associate management program is no longer just
prudent—it's poised to become a regulatory necessity.



Take BAAs Off Your Plate with

Proactive Management

Compliance by HITECH - Compliance
As A Service

Managing BAAs feels like yet another paperwork burden
- and it's often the office manager (already wearing
countless hats) who must keep track. It's tempting
to file away BAAs and hope for the best. However,
given the stakes we've discussed - large fines, legal
landmines in contracts, and potentially catastrophic
breach liability — proactive BAA management is not
a “nice to have,” it's a must-have. BAAs should be
“reviewed and updated regularly to reflect changes
in law, services, or relationships” so that you're never
operating under an outdated agreement that fails to
meet current requirements. The challenge, of course,
is finding the time. This is where our Compliance-as-
a-Service program can be a game-changer. Rather
than juggling BAA compliance on your own, you
outsource this function to our experts who ensure:

m Each vendor is properly classified (so no true
business associate goes without a BAA, and
you're not wasting time on BAAs for vendors that
don't need them).

m Each BAA contains all required HIPAA terms
and protective language, and is negotiated to
remove hidden risks (no surprise fee schedules
or unfair liability caps).

m Periodic reviews and updates are conducted
— keeping agreements up to date with the
latest regulations and your current vendor
relationships.

In short, you get peace of mind. You can take HIPAA
compliance off your plate knowing that professionals
are safeguarding your practice’s interests. This
proactive approach is far more cost-effective than
dealing with a breach or an OCR fine after the fact. It
also sends a message to your business partners that




your practice takes privacy and compliance seriously.
For a busy practice manager balancing dozens of
operational concerns, handing off BAA management
to a dedicated service means one less major risk to
worry about. By investing a little in compliance now,
you potentially save your practice from huge legal
and financial headaches down the road. In the end,
a strong BAA program isn't just about avoiding
penalties - it's about protecting your patients’ trust
and your practice’s reputation. And that is well worth
taking off your plate and placing into expert hands. At
aminimum, require your Business Associates to enroll
in our Verified Trust Business Associate Certification
Program. We will review and score your business
associates so that you have a fair reputation of the risk
you are taking with each business associate. In the
past few months, we've had two clients face breach
notification costs of $29,000 and $600,000 due to
collection companies that breached their records. 3rd
Party verification of compliance should be mandatory
for all business associates and OCR has started that
requirement.

By investing
a little in compliance
now, you potentially
save your practice
from huge legal and
financial headaches
down the road.

Verified Trust Certification. Make Sure
Your Business Associate is 3rd Party
Verified.

In today's regulatory environment, ensuring the
security of protected health information (PHI) is
more critical than ever. HIPAA-regulated entities are
held fully accountable for the actions and security
posture of their business associates. Partnering with



a business associate who has been third-party certified by Compliance by HITECH provides
substantial benefits and risk mitigation:

m  Proven Compliance and Lower Risk:

Certification by a company with 16 years of healthcare compliance experience and over
4,000 completed risk assessments is a powerful indicator of real-world expertise. This
means the business associate has not only implemented best-in-class security controls but
has also undergone rigorous, independent verification.

m  OCR Audit Success:

The certifying company’s track record—helping 8 clients successfully pass Office for Civil
Rights (OCR) audits following a major breach—demonstrates an ability to support clients
through the most challenging regulatory scrutiny. This level of support can be the difference
between a smooth audit process and costly penalties.

m Demonstrates Due Diligence:

By selecting a certified business associate, covered entities can show OCR and other
regulators that they have exercised proper due diligence in vendor management—an
increasingly important component of HIPAA enforcement.

m Competitive Advantage:

Business associates who are third-party certified stand out in the marketplace, providing
added assurance to clients that security and compliance are not just promises, but verified
facts.

m Peace of Mind and Regulatory Safe Harbor:

Third-party certification using the Verified Trust Framework maximizes the organization's
eligibility for fine mitigation and other protections under the Recognized Security Practices
provision of the HITECH Act. This is a significant strategic advantage in today’s environment
of increasing cyber threats and regulatory penalties.

In summary: Abusiness associate with Verified Trust certification represents
the gold standard in compliance partnership. This assures you
that your PHI is handled securely, your risk is minimized, and

your organization is positioned to withstand even the toughest
regulatory challenges—backed by decades of real expertise
and a proven track record of audit success.




Common Pitfalls When Drafting a Business
Associate Agreement (BAA)

1. Failing to Identify All Required Business Associates

Not all vendors or contractors need a BAA-only those with access to protected health information (PHI). A common
mistake is either neglecting to sign BAAs with all true business associates or, conversely, requiring unnecessary BAAs
from vendors who never access PHI (e.g., landscapers), ..

2. Using Incomplete or Inadequate Templates

Relying on generic, one-size-fits-all templates can leave out required HIPAA provisions or fail to address the specific
services and risks of the relationship. Templates drafted for other organizations may not fit your needs and could favor
the other party.,, ..

3. Omitting Key Terms and Provisions

Common omissions include failing to define the duration of the agreement, not specifying breach notification procedures,
neglecting to address subcontractor obligations, and using vague or ambiguous language that creates loopholes or
confusion,,.

4. Overlooking Subcontractor Compliance

Failing to require business associates to ensure their subcontractors also sign BAAs and comply with HIPAA standards
creates compliance blind spots and increases risk,.

5. Assuming a Sighed BAA Equals Compliance

Simply having a signed BAA does not guarantee HIPAA compliance. Covered entities must also obtain “satisfactory
assurances” that business associates have appropriate safeguards and policies in place, and should periodically audit
or review these assurances,,.

6. Ignoring Indemnification and Limitation of Liability Clauses

Indemnity and limitation of liability are negotiable but can have significant consequences. For example, if a limitation of
liability in a service agreement applies to the BAA, it may cap damages for a major data breach at an unreasonably low
amount. Failing to clarify or negotiate these terms can leave one party exposed.,, ..

7. Failing to Customize for the Specific Relationship

Every business relationship is unique. Not tailoring the BAA to reflect the actual services, risks, and data flows can result
in inadequate protection or impractical requirements,.

8. Neglecting to Define the Duration and Termination Procedures

Not specifying how long the BAA lasts, or the process for returning or destroying PHI upon termination, can create
confusion and risk.

9. Not Including Provisions for Risk Assessment and Incident Response

Omitting clear requirements for risk assessments, breach response, and dispute resolution can weaken the agreement
and delay response to incidents,.

10. Lack of Regular Review and Updates

BAAs should be reviewed and updated regularly to reflect changes in law, services, or relationships. Failing to do so can
result in outdated agreements that do not meet current requirements, .

By being aware of these pitfalls and taking steps to avoid them, organizations can draft more effective, compliant,
and protective Business Associate Agreements.
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These Three Forms Can Save Your Practice

From Financial Ruin.

1. Business Associate Agreement (Updated for 2025)

2. Satisfactory Assurance Review

3. Business Associate Agreement Review Checklist

Why These Forms Are Critical to Your Practice.

Business Associate Agreement

Business Associate Agreements are required
by federal law. Sharing patient information
before an Agreement is in place is a HIPAA
breach. Once you share 500 records you
have a major breach with immediate
reporting requirements to the OCR, patients
and the media. The costs are staggering,
see our HIPAA Breach Cost Worksheet.
Not all Business Associate Agreements (BAA)
will protect your practice. If the BAA leaves
out the required elements, it is not a valid
agreement. OCR issued a $400,000 fine due
to a BAA being out of date and not containing
all required elements. Required elements
were added at the end of 2024, are your BAAs
updated for these new elements?

If your BAA does not have an “Indemnification
Clause” you may not be able to recover the
costs you are required to incur as the Covered
Entity. Under HIPAA, you are the responsible
party, even if your business associate causes
the breach. In the past few months we have
had multiple clients suffer major breaches
as a result of their collections companies
experiencing a breach. In two of the cases the
collections company stated, you have a breach
and we are unable to help you with the costs.
The Breach Notification costs were $29,000
for one practice and the over $600,000 for
another business.

Satisfactory Assurance Review

OCR stated, a signed business associate
agreement is not enough, you must perform
due diligence on the organizations to which
you share your patient data. Under HIPAA,
Business Associate Contracts §164.308(b)
(1) — Administrative Safeguards: To comply
with  this standard, CEs must obtain
satisfactory assurances from the BA that it
will appropriately safeguard EPHI. The extent
of the due diligence required is based on how
much they interact with your patient data.
The Satisfactory Assurance Review should be
performed at least yearly.

Highly recommended, and soon to be a
requirement under the Notice of Proposed Rule
Making, you should get third-party certification
that the business associate adhering to
the HIPAA Security Rule and should meet
the requirements for HR 7898, HIPAA Safe
Harbor Rule, by meeting Recognized Security
Practices.

Business Associate Agreement
Review Checklist

Your not an expert on Business Associate
Agreements and a vendor sends you their BAA.
How do you know if it meets the requirements
to be valid? Well, their a big company and
they had it drawn up by a lawyer, their lawyer.
There is a better than not chance that that
BAA protects the business associate and not
your practice. Many vendor BAAs reduce their
liability in the event of a breach to what you've
paid them for the past 6 months. That may
not even pay for the postage of sending out
notification letters.

Many BAAs allow the business to deidentify
the data and sell it. Deidentified data is not
classified as PHI so what' the problem? Well,
the vendor is making money off of your data
and you maintain all of the risk. Should the
data be reidentified, you are in breach. With
current technology, most deidentified data can
be reidentified.
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